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Appendix 8 – Online Safety Mark Assessor Report Form 


School: 
St Richard’s RC Primary.
Date of assessment: 28 September 2017

Assessor:
Joe Basketts


Headteacher:     Sharon Sesnan
School Contact Person: Mat Sullivan
Element A – Policy and Leadership
The leadership of online safety within St Richards RC Primary School is exemplary. Online safety, together with ICT / computing, is led by a passionate group which is fully involved with the development of both of these areas. Moreover, the issue of online safety is owned by the whole school community with staff, governors, pupils and parents working together to make the school a safe and supportive environment for all. 
All policies are in place, these have been developed using the templates given in the 360 Safe Tool as a starting point and then adapted to reflect the school’s needs. The messages within these policies are constantly re-enforced through the activities of the school, and messages given by staff, governors, parents and pupils were consistent and in line with school policy. 
Online safety issues are minimal and this is attributed by the school to their strong ethos and standards. Parents welcome the support provided by the school, and behaviour is very well managed. This means that antisocial behaviour is not common within the school and this, in turn, reflects in the low levels of online safety issues encountered.
The school does not differentiate between online safety issues and wider behaviour issues, believing that they are deeply linked. Consequently, there is no separate set of sanctions for online safety, and the school’s behaviour policy is followed for any issues or transgressions. 
Element B – Infrastructure

The school’s infrastructure is secure and this is down to the excellent support received by the school from their technical partner. Policies are in place and these are comprehensively implemented. Every user is required to sign the AUP.
Filtering is also provided by the IT solution provider – this is a recent move and one which was prompted by the lack of control that the school previously had over their filtering. The filtering system is comprehensive and actively filters according to user role. The system also provides access to a dashboard which allows use to be monitored – and reports are sent weekly to the senior management team to be reviewed and assessed. 

The school has recently investigated the use of a monitoring service which uses human intervention to provide a contextual analysis of incidents prior to them being reported to the school. Whilst the school has not decided to purchase this service it remains under regular review. 
Laptops have been encrypted to ensure security of the data on them, and this has meant that staff can take them off site. Consequently, they are able to adhere to the school policy regarding USB drives – whilst some staff use them for transporting teaching materials, no sensitive data is stored on them. Additionally, the school uses a remote desktop solution which is the preferred option for accessing school data. This is a thin client product which does not allow users to save data to their local machine, therefore minimising the possibility of it becoming misused, lost or accidentally shared.

Element C – Education
Many examples of online safety teaching were seen during the visit. The pupils I spoke to were extremely articulate and knowledgeable about a wide range of online safety issues. They were aware of the dangers that could be posed by being online. Examples given to me included:

· People who are not who they say they are, 
· Viruses and malware, 
· Digital footprint. 
They could explain the SMART rules to me in detail and one pupil performed the password rap that he had written as part of his class topic on creating a safe password. Another pupil described the work that they had done using an online password strength checker to check different passwords that they had created as part of an investigation into password strength.

The online safety group has pupil members and their views are actively sought. These views are then used to refine or modify the curriculum and / or policy guidance. Pupils’ knowledge is highly valued – for example their greater understanding of what apps are currently being used by young people.

Governors are very involved with online safety. They are kept up to date by the online safety leader who delivers updates during governors’ meetings and training days. The online safety link governor has completed certificated online safety accreditation. 

Element D – Standards and Inspection

The school has a strong ethos of self review and continual improvement. This is evidenced by everything seen during the visit, the quality of the application and the comprehensive online safety leadership file which I was able to examine during the assessment. It is also reflected in their most recent Ofsted rating of outstanding, and the ICT Mark, their fourth consecutive renewal of this national award. 
The school strives hard to constantly monitor and report across all areas of online safety. Processes are in place to ensure that incidents are reported and information is shared with the appropriate people. 

Pupils’ opinions are routinely sought. This informs subject knowledge and helps to identify trends in their online usage. Policy and practice is regularly updated in the light of these findings.

Areas of strength and good practice

The school demonstrated many areas of strength around online safety through the 360 Safe review and during the assessment visit. Areas to highlight are as follows:

· Self review and continuous improvement. The school is constantly seeking and acting upon information which will help them to refine and improve all aspects of online safety in school, taking into account the views of pupils, staff, parents and the wider community.
· Pupil involvement. Students spoke eloquently, knowledgably and enthusiastically about the school and its approach to online safety. They had strong opinions which they communicated well, and were extremely positive about the contribution that the school is making to their education. They were keen to talk about their work and the opinions they had about online safety issues. The Password Rap was a good example of this and was a highlight of the visit.
· Involvement of the local community. The school has developed an extremely strong culture of openness, honesty and trust which has resulted in support from all areas of the school community. The parents I spoke to indicated that the school is seen as a supportive partner. The school website is well used by parents as a source of online safety information.
Areas for further development

· Development of pupil leaders. Pupils are well represented by the school and their views are highly valued. The next step would be to utilise their skills and knowledge with other members of the school community by appointing digital leaders, maybe utilising the existing “Buddies” scheme. 
· Social media. The school is not currently utilising social media but this could be a valuable tool to further engage members of the school community. The school’s un-claimed Facebook location page could be utilised to facilitate communication and to ensure that they have control over its content.
· Investigation of different types of parent sessions. In common with many schools, St Richard’s has found it hard to get parents to attend conventional online safety parent sessions. It would be worth considering alternatives such as a family learning style session, might be more attractive and less threatening to parents.
Additional Comments

It is clear when talking to all staff, and particularly the online safety leadership, that a huge amount of work, energy and passion has gone into building the school’s online safety provision. They are justifiably very proud of what they are doing.
The school recognises the contribution that the 360 Degree Safe process has made towards their progress, and are very grateful for the guidance that has been provided.

Assessor’s Recommendation

The school has reached the standards required to be awarded the Online safety Mark

Please e-mail this form to the school and to the Online safety Mark Administrator within five working days of the school visit. In the case of a moderated assessment please send the form to the Lead Assessor for checking, prior to sending it to the school.
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